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1.​Introduction 

 

The criminal liability of legal persons was incorporated into Spanish law by 

Organic Law 5/2010 of 22 June, amending Organic Law 10/1995 of 23 November 

on the Criminal Code, which came into force on 23 December 2010. This reform 

represented a step forward in the harmonisation of EU legislation and went on to 

regulate a situation that required the existence of specific criminal liability in 

cases of offences committed by certain natural persons under the protection of a 

corporate or business structure. 

This reform incorporated Article 31bis of the Criminal Code, which established 

the possibility of applying, as a mitigating circumstance in the criminal liability 

of legal persons, the establishment of effective measures to prevent and detect 

offences that could be committed under the cover of the legal person, measures 

that are generally known as crime prevention models. 

Organic Law 1/2015 of 30 March amended the aforementioned Article 31bis of 

the Criminal Code in order to introduce a technical improvement in the 

regulation of this criminal liability of legal persons, adequately defining the 

content of the concept of due control, and established that crime prevention 

models may be not only mitigating factors, but also exonerating factors with 

respect to crimes committed by their legal representatives or those authorised to 

make decisions on behalf of the legal entity or who hold organisational and 

control powers within it. 

Subsequently, various amendments have been made to the Criminal Code to 

transpose European regulations in the areas of finance and terrorism into 

Spanish law, and to address international issues, to reform the crime of money 

laundering, to establish rules facilitating the use of financial and other 

information for the prevention, detection, investigation or prosecution of criminal 

offences, to promote working conditions that prevent the commission of crimes 

and other conduct against sexual freedom and moral integrity at work, among 

others. 

 



  

 

 

 

This matter has also been subject to subsequent interpretation and application 

by the Public Prosecutor's Office and case law. Thus, through various circulars, 

the Attorney General's Office has defined some basic concepts, such as the need 

to clearly establish those responsible for the various functions and tasks 

associated with crime prevention and the advisability of having reporting 

channels that guarantee independence and confidentiality. 

In recent years, numerous companies and organisations have carried out a 

process of reviewing and updating their control systems to ensure their 

compliance with these new legal requirements, in particular in accordance with 

the provisions of the Criminal Code, emphasising prevention and control 

measures to prevent the commission of possible criminal offences in their 

environment. 

In this context, this criminal risk prevention policy ("Corporate Criminal 

Prevention Policy") responds to the desire of the Board of Directors of Prisma 

Payments EP, S.A. (hereinafter "Prisma") to develop its own criminal compliance 

management system, with the aim of preventing and controlling criminal 

offences, taking into account the criteria of prosecutors and courts and best 

corporate practices in the area of criminal liability of legal persons. 

This Criminal Prevention Policy is aligned with Prisma's ethical culture model, 

the cornerstone of which is its Code of Conduct. The objectives of this Code 

include establishing the principles and rules related to the ethical and 

responsible behaviour of Prisma and the people who make up its organisation in 

accordance with applicable laws, and establishing the standard of due diligence 

in matters of ethical and responsible business behaviour. 

Thus, as part of this model and complementing the Code of Conduct, Prisma has 

developed this Criminal Prevention Policy, which identifies the criminal risks 

faced by Prisma, as well as the existing controls aimed at mitigating these risks. 

 



  

 

 

 

2.​Objectives 

 

The main objective of this Criminal Prevention Policy is to make it clear to the 

entire Prisma organisation, as well as to third parties, that Prisma's ethical 

business culture model includes a zero-tolerance policy towards the commission 

of crimes and a firm determination to prevent, control and combat them. 

In line with the above, the ethical model and criminal risk management system 

constitute a guarantee to the internal organisation, the market and the public 

authorities of the effective fulfilment of the tasks of supervision, monitoring and 

control over the Prisma organisation through the establishment of appropriate 

measures to prevent crimes or to significantly reduce the risk of their 

commission. 

The fundamental objective of the Criminal Prevention Policy is to establish a 

model for the organisation and management of Prisma that is suitable for 

preventing crimes of the nature of those committed or for significantly reducing 

the risk of their commission, i.e. the establishment of an integrated system for 

the prevention, supervision, surveillance and control of: 

a)​ Criminal offences that may be committed in the name or on behalf of Prisma, 

and for its direct or indirect benefit, by its legal representatives or by those 

persons who, acting individually or as members of its organisation, are 

authorised to make decisions on its behalf or hold organisational and control 

powers within it. 

b)​ Criminal offences that may be committed in the course of Prisma's activities 

and on behalf of and for the direct or indirect benefit of Prisma by persons 

subject to the authority of the individuals mentioned in the previous section. 

 



  

 

 

 

3.​Principles 

 

The model established in this Criminal Prevention Policy is governed by the 

following principles and characteristics: 

a)​ Compliance with applicable legislation and internal regulations. 

b)​ Strengthen the integration of an ethical culture at Prisma and the 

commitment to the principles and commitments established in its Code of 

Conduct. 

c)​ Reject any behaviour that constitutes an illegal act or contravenes current 

legislation. 

d)​ Establish surveillance and control mechanisms and measures deemed 

appropriate, taking into account the characteristics and circumstances of 

Prisma, to prevent crimes of the same nature or to significantly reduce the 

risk of their commission. 

e)​ Entrust the initiative and competence to establish the monitoring and 

control mechanisms and measures to Prisma's senior management. 

f)​ Entrust the functions of supervising the operation and compliance with the 

prevention model to the head of Prisma's Compliance area. 

g)​ Establish the means to identify the offences that must be prevented based on 

the risk associated with the activities carried out. 

h)​ Ensure that the entire organisation has the necessary material and human 

resources to monitor the functioning and compliance with this Criminal 

Prevention Policy in an effective and proactive manner. 

i)​ Train and raise awareness among all members of the Prisma organisation 

about the criminal risks associated with the performance of their activities, 

as well as the 

 



  

 

 

 

initiatives and instruments that Prisma has put in place to properly manage 

criminal risks and prevent their commission. 

j)​ Establish the duty of all members of the organisation to report possible risks 

and breaches to the internal bodies responsible for monitoring the 

functioning and observance of the prevention model. 

k)​ Investigate all reports of alleged criminal acts or breaches, ensuring 

maximum confidentiality for the individuals involved, and always in 

accordance with current legislation. 

l)​ Inform and collaborate with the authorities in relation to alleged criminal 

acts, collaborate with them in the investigation of such acts and provide 

evidence to clarify the criminal responsibilities arising from such acts. 

m)​ Take appropriate measures to repair or mitigate the damage caused by any 

criminal act. 

n)​ To sanction anyone who has committed an offence or breached internal 

regulations while carrying out their activities within Prisma. 

n) Periodically review the model and make any necessary modifications to adapt 

it to changes in legislation, organisation or activities carried out by Prisma. 

4.​Scope of application 

 

This Criminal Prevention Policy applies to all persons who form part of Prisma, 

including its shareholders, directors and employees, regardless of their 

hierarchical or functional dependence and geographical location, who must 

observe or comply with all its rules and provisions and promote its application 

within the scope of their tasks, functions, competences and responsibilities. 

 



  

 

 

 

Prisma employees, collaborators, managers and directors who are also subject to 

other sectoral, corporate or labour regulations or regulations derived from any 

other legal provision shall also comply with them. 

5.​Criminal prevention model 

 

5.1.​Control bodies 

 

5.1.1.​Board of Directors 

 

Prisma's Board of Directors has defined as a strategic priority the integration of 

demanding ethical standards into its corporate compliance model, which go 

beyond mere legal compliance, are embodied in its Code of Conduct and provide 

the basis for the decisions and activities of the members of the Prisma 

organisation, with the aim of ensuring that the entire organisation maintains 

ethical conduct in business. 

Prisma's Board of Directors has deemed it essential to integrate this Criminal 

Prevention Policy into said ethical model, with the aim of preventing and 

identifying any breaches of the law. 

Thus, the Criminal Prevention Policy is the result of the Prisma Board of 

Directors' firm commitment to promoting, developing and implementing a system 

that ensures compliance with applicable laws, rules and regulations and, in 

particular, identifies criminal risks and prevents illegal conduct. 

For all these reasons, the Board of Directors, through the approval of this 

Criminal Prevention Policy, has developed and implemented an organisational 

and management model that includes various monitoring and control measures 

considered appropriate, in view of Prisma's characteristics and circumstances, to 

prevent crimes or significantly reduce the risk of their commission. 

 



  

 

 

 

The Board of Directors assumes the following responsibilities in relation to this 

model: 

a)​ Ensuring compliance with the laws, rules and regulations applicable to 

Prisma's activities. 

b)​ Adopting, implementing, maintaining and continuously improving Prisma's 

organisational and management model for crime prevention. 

c)​ Ensuring that the Crime Prevention Policy and the model established 

therein are properly integrated into Prisma's corporate ethical culture model, 

of which it is an essential element. 

5.1.2.​Senior Management 

 

Prisma's Senior Management, endorsing the commitment of the Board of 

Directors, assumes leadership with regard to the development, implementation 

and execution of this Criminal Prevention Policy throughout the organisation. 

To this end, Prisma's Senior Management assumes the following functions: 

 

a)​ Ensuring that the requirements derived from this Criminal Prevention 

Policy are incorporated into operational processes and procedures. 

b)​ Ensuring the availability of adequate and sufficient resources for the 

effective implementation of this Criminal Prevention Policy. 

c)​ Manage and support employees in order to ensure compliance with 

requirements and the effectiveness of the model. 

5.1.3.​ Compliance Officer 

 

Prisma's senior management is responsible for creating and reinforcing a general 

culture of regulatory compliance (both legal and internal) throughout the 

organisation and, in particular, for   carrying out            the  functions   related   

to   the   design, 

 



  

 

 

 

documentation, updating and monitoring of this Criminal Prevention Policy. 

To this end, the Compliance Officer has been granted the following powers: 

a)​ To advise and provide specialised support to the Board of Directors, Senior 

Management and the rest of the organisation in relation to compliance with 

applicable legislation, internal regulations and the Code of Ethics. 

b)​ To supervise the operation, implementation, development, compliance and 

communication of the Criminal Prevention Policy. 

c)​ Propose any necessary modifications or updates to the Criminal Prevention 

Policy, particularly improvements that should be made in light of the 

conclusions reached in previous reviews, as well as any possible breaches 

detected through continuous monitoring of the model. 

d)​ Promote and coordinate the review and updating of the Criminal Prevention 

Policy, at varying intervals depending on its volume and risk and whenever 

organisational, business or regulatory changes or developments in case law 

so require. 

e)​ Define the objectives, scope and priorities of the Criminal Prevention Policy 

assessment model. 

f)​ Receive all suggestions made in relation to the Criminal Prevention Policy 

and process them accordingly so that they are properly taken into account. 

g)​ Direct and follow up on internal investigations into suspicious, irregular or 

allegedly criminal actions, situations or events. 

h)​ Be aware of and follow up on cases in which an authority has initiated legal 

proceedings   that   affect      Prisma   or   the   members   of   its 

 



  

 

 

 

organisation, regardless of whether or not an internal investigation has been 

opened. 

i)​ Promote and supervise the resolution of incidents, as well as the 

implementation and monitoring of any recommendations for improvement of 

the Criminal Prevention Policy that may have been made. 

j)​ Regularly inform the Board of Directors and Senior Management about the 

functioning of the Criminal Prevention Policy, including any breaches or 

material incidents detected, as well as the action plan or measures adopted 

to resolve them. 

5.2.​Control measures 

 

Prisma has adequate means for the prevention of crimes, appropriate to its 

specific characteristics and circumstances. These means are specified below. 

5.2.1.​Specific duties 

 

All members of the Prisma organisation must comply with the following duties: 

a)​ Inform their line manager or the Compliance Officer of any possible risk or 

any allegedly criminal conduct by any member of the organisation in their 

internal actions or in their relations with third parties; and 

b)​ Not to impede or hinder the discovery or investigation of alleged criminal 

acts. 

5.2.2.​Preventive measures 

 

The purpose of these measures is to prevent potential breaches or violations and 

to mitigate the likelihood of criminal acts being committed within Prisma or in 

its dealings with third parties. 

 



  

 

 

 

These measures are as follows: 

 

a)​ Identification of criminal risks associated with Prisma's activities. 

 

In order to prevent unlawful conduct, Prisma has identified the main 

criminal risks and drawn up a list of criminal offences that could affect 

Prisma, which are included in Annex I of this Criminal Prevention Policy. 

b)​ Communication and staff training 

 

Prisma, through its Compliance Officer, takes the necessary steps to inform 

the members of the organisation of the existence of the Code of Conduct and 

the Criminal Prevention Policy. 

Prisma will also provide specific training to members of the organisation on 

the criminal liability of legal persons, the main criminal risks to which 

Prisma is exposed, an explanation of the crime prevention model and the 

responsibilities of said members. 

5.2.3.​Detection measures 

 

In accordance with applicable legislation, in line with best market practices, and 

with the aim of promoting a culture of information and communication as a 

mechanism for preventing and detecting certain illegal or irregular conduct, 

events or situations within the organisation and in its relations with third 

parties, Prisma has an Internal Information System that allows information to 

be communicated about actions or omissions that contravene the law, the Code of 

Conduct or any internal rule, policy or procedure of Prisma, related to the 

conduct of members of the organisation or other stakeholders linked to Prisma's 

activities, as well as, integrated into the above system, an Internal 

Communication Channel that serves as a channel for communicating such 

actions or omissions and guarantees the protection of those who use it. 

 



  

 

 

 

All members of the Prisma organisation who are aware of any breach of the 

commitments established in Prisma's Code of Conduct, or any internal Prisma 

rule, policy or procedure, or any legal provision in force, including those that may 

be considered allegedly criminal, are obliged to report such conduct through the 

Internal Communication Channel. 

The Internal Communication Channel may also be used by third parties related 

to Prisma or by any individual who is aware of any violation in the same sense as 

those described in the previous paragraph. Such third parties have the option of 

using this channel to report such circumstances. 

Communication through the Internal Communication Channel ensures the 

confidentiality of the identity of the person making the communication and the 

absence of sanctions or reprisals against them, provided that they do not act 

maliciously or fraudulently, or with the intention of spreading false information 

or damaging the image, honour and good name of any natural or legal person. 

5.2.4.​Response measures 

 

Response measures to illegal or irregular conduct or events reported through the 

Internal Communication Channel are set out and regulated in Prisma's Internal 

Information System Policy. 

5.2.5.​Disciplinary measures 

 

Prisma may adopt disciplinary measures which, in accordance with the penalty 

system established in the relevant collective agreements and labour legislation, 

are applicable to conduct, acts or situations that constitute a criminal offence or 

a breach of the specific duties to report any non-compliance that may have been 

detected to the control bodies or to prevent or hinder the discovery of crimes, 

without prejudice to any other civil or criminal liabilities that may arise from 

such conduct, acts or situations. 

 



  

 

 

 

 

 

Annex I 

Criminal risks 

1.​ Introduction 

 

When identifying risks for which a legal person may be criminally liable in 

Spain, the following should be taken into account: 

-​ In accordance with current legislation, legal persons will not only be liable for 

actions or omissions that occur in Spain, but in certain circumstances, they 

may also be liable for events that occur in any other country. 

-​ The existence of both direct benefit (understood as a potential gain for the 

legal entity) and indirect benefit (understood as potential savings, the absence 

or non-existence of a cost that the legal entity would have incurred in order to 

comply with its duties of supervision, monitoring and control of its activities, 

taking into account the specific circumstances of the case) are necessary 

elements for the prosecution of the legal entity. 

2.​Main criminal risks for Prisma 

 

The criminal risks associated with Prisma's activity are listed below. Of all the 

crimes for which a legal entity may be criminally liable in Spain, the following 

list includes those related to the type of activity carried out by Prisma and, 

therefore, those for which the risk of commission or impact on Prisma is greatest: 

-​ Bribery 

 

-​ Trafficking in influence 

 



  

 

 

 

-​ Corruption in international transactions 

 

-​ Corruption in business 

 

-​ Illegal financing of political parties 

 

-​ Fraud 

 

-​ Money laundering 

 

-​ Terrorist financing 

 

-​ Discovery and disclosure of trade secrets 

 

-​ Misleading advertising 

 

-​ Crimes against privacy and the right to one's own image 

 

-​ Tax fraud 

 

-​ Social Security Fraud 

 

-​ Breach and falsification of accounting obligations 

 

-​ Subsidy fraud 

 

-​ Fraud against the general budget of the European Union 

 

-​ Obstruction of enforcement 

 

-​ Punishable insolvency offences 

 

-​ Computer damage 

 

-​ Computer hacking 

 

-​ Offences against intellectual and industrial property 

 

-​ Credit or debit card forgery 

 



  

 

 

 

-​ Offences against workers' rights 

 

-​ Obstruction of inspection or supervisory activities 

 

-​ Embezzlement 

 

-​ Criminal organisations and groups 

 

-​ Crimes against moral integrity 

 

-​ Sexual harassment 

 

3.​Guidelines for preventing crime 

 

Below is a series of guidelines for preventing the commission of crimes that pose 

the greatest risk of occurrence or impact to Prisma. All members of the Prisma 

organisation must observe these guidelines in the performance of their duties 

and functions and use them as a guide in situations not explicitly covered herein. 

-​ Bribery,​ trafficking​ of​ influence​ and​ corruption​ in

​ the​ international transactions 

-​ Refrain from offering or accepting gifts, commissions or remuneration to 

authorities, public officials, public bodies and administrations, political 

parties and institutions in general or their representatives, whether 

national or international, as well as from making contributions on behalf 

of Prisma to the same. 

-​ Keep and preserve the documentation exchanged, report on the meetings 

held and the commitments made. 

-​ Any links, membership or collaboration with political parties or other 

types of entities, institutions or associations with public purposes, as 

well as any contributions or services to them, must be made in such a 

way that their personal nature is clear and any involvement of Prisma is 

avoided. 

 



  

 

 

 

-​ Corruption in business 

 

-​ The procurement of external supplies and services and relations with 

suppliers in general must be carried out through transparent 

procedures. 

-​ Avoid any kind of interference or influence from customers, suppliers or 

third parties that could alter professional impartiality and objectivity, 

especially on the part of those who have to make decisions about 

contracting supplies and services, those who approve risky operations 

and those who decide the economic conditions of operations with 

customers. 

-​ Refrain from (i) receiving any kind of remuneration or financing from 

customers or suppliers, and from accepting any kind of external 

remuneration for services derived from your activity or gifts, invitations, 

favours or other compensation except those provided for in the Prisma 

Code of Conduct, (ii) offering gifts, commissions or remuneration to 

suppliers or customers, except in the case of gifts or courtesies of 

symbolic value; and (iii) accepting any type of offer, benefit or advantage 

in favour of the Entity and to the detriment of third parties. 

-​ Illegal financing of political parties 

 

-​ Obligation to comply with current legislation on political party financing 

in relation to donations and contributions, including: (i) not carrying out 

any action that, either directly or indirectly, could be understood as a 

donation to political parties, or as sponsorship of causes linked to them 

or their political campaigns on behalf of or for Prisma; (ii) not granting 

total or partial debt forgiveness to political parties (forgiveness is 

understood to mean the total or partial cancellation of the principal of 

the loan or of the interest due, or the renegotiation of the interest rate 

below market conditions); (iii) 

 



  

 

 

 

Donations from individuals in their private capacity are permitted by 

law, with a limit of €50,000 per year and under the conditions 

established in Organic Law 8/2007 of 4 July on the financing of political 

parties. and (iv) act with due diligence when analysing transactions or 

actions where the counterparty may be a public entity or related to 

political parties in order to be able to resolve any setbacks in this regard 

in advance. 

-​ Fraud 

 

-​ Apply the principles of clarity and transparency when contracting with 

customers or other third parties, offering them only those products or 

services that are appropriate to their knowledge and needs, so that the 

contract is entered into once the customer understands its content, 

benefits, risks and costs, including: (i) providing impartial and accurate 

information about the various products and services, explaining all 

relevant elements and warning them of the applicable risks, expenses 

and fees; (ii) applying the approved or agreed rates and commercial 

conditions in each case; (iii) avoiding contracting products or services for 

the sole purpose of generating commissions or income and without any 

real interest for the counterparties; (iv) refraining from offering 

advantages or benefits to some to the detriment of others; and 

(v) ensure that the contracting of products and services is carried out in 

the manner established in internal procedures, obtaining and retaining 

the required documentation and providing, where appropriate, a copy of 

this to customers. 

-​ Refrain from acting on behalf of a client without having received a 

written mandate to do so and ensuring that the action complies with the 

conditions and procedures established by Prisma. 

-​ Refrain from unilaterally modifying data provided by the client; the 

client must modify such data themselves if necessary. 

 



  

 

 

 

 

 

-​ Money laundering and terrorist financing 

 

-​ Obligation to comply with the obligations imposed by legislation on the 

prevention of money laundering and terrorist financing and obligation to 

comply with Prisma's internal rules in this area. 

-​ Misleading advertising 

 

-​ Ensure the accuracy of the information provided to customers, 

particularly with regard to the characteristics and conditions of the 

products and services offered. 

-​ Business relationships with customers must be governed by criteria of 

maximum quality and transparency, both in terms of prices and other 

conditions of the product or service, and customers must be adequately 

informed about the products and services and their risks. 

-​ Relations between Prisma and the members of its organisation and the 

media shall be conducted in accordance with internally established 

guidelines. 

-​ Advertising shall be clear, truthful, objective and not misleading. 

-​ Discovery and disclosure of secrets and crimes against privacy and the right 

to one's own image 

-​ Ensure the confidentiality of any kind of confidential or sensitive 

information belonging to individuals, companies or entities to which you 

may have access by virtue of your duties or responsibilities. 

-​ Refrain from (i) using any type of physical or electronic information or 

documentation belonging to another company that has been obtained as 

a result of a previous job or without the consent of that company; (ii) 

publishing or using such information or e tion in 

 



  

 

 

 

benefit   from   the   Prisma   or   from   third parties;   and   (iii)   

disseminate   confidential, reserved or sensitive information from 

third-party companies. 

-​ Treat customers' personal information with complete confidentiality, 

using it exclusively for the performance of their professional activity in 

accordance with the terms for which the data has been provided, without 

the data being used for any purpose unrelated to Prisma's activities, or 

provided to third parties, except where required by law. 

-​ All personal data must be treated in a particularly restrictive manner 

and, in any case, in strict compliance with applicable legislation. 

-​ Tax fraud, social security fraud, breach of and false accounting obligations, 

subsidy fraud and fraud against the general budget of the European Union 

-​ Avoid any use of non-transparent structures for the purposes of tax 

evasion, understood as those which, through the interposition of 

individuals or shell companies based or not in tax havens or territories 

that do not cooperate with the tax authorities, are designed for the 

purpose of preventing the authorities from knowing who is ultimately 

responsible for the activities or who is the ultimate owner of the funds. 

-​ Refrain from falsifying, concealing or simulating data, accounting entries 

and/or operations, double accounting, invoices, etc. for the purpose of 

evading payments or obtaining illicit profits to the detriment of the 

Treasury or Social Security. 

-​ Refrain from designing, creating or marketing any product that may also 

involve the illegal evasion of payments or the obtaining of undue benefits 

to the detriment of the Treasury, either on behalf of the Entity or on 

behalf of clients or third parties. 

 



  

 

 

 

-​ Prepare financial information reliably and accurately, ensuring that: (i) 

the transactions, events and other occurrences covered by the financial 

information actually exist and have been recorded at the appropriate 

time; (ii) it reflects all transactions, events and other occurrences in 

which it is involved; (iii) transactions, events and other occurrences are 

recorded and valued in accordance with applicable regulations; (iv) it 

reflects, on the corresponding date, the rights and obligations through 

the corresponding assets and liabilities, in accordance with applicable 

regulations. 

-​ Ensure that financial information is properly prepared and reflects 

reality so that it gives a true and fair view of Prisma's assets and 

financial position. 

-​ To store and keep all documentation used in the exercise of their 

professional activity. 

-​ Frustration of execution 

 

-​ Act honestly in the management of obligations to third parties and in 

accordance with the principle of good faith, and be alert to any malicious 

conduct by third parties who seek to use Prisma as a means to carry out 

any act that delays, hinders or prevents the legitimate expectation of 

collection by a third party (e.g. the effectiveness of a seizure). 

-​ Punishable insolvency 

 

-​ Maintain due diligence in the management of economic and financial 

aspects, observing the relevant regulations and ensuring that the 

financial information provided to or by the entity corresponds to a true 

and fair view of its economic and financial position. 

-​ Avoid contributing to the unlawful reduction of third parties' collection 

capacities or guarantees. 

 



  

 

 

 

-​ Computer damage and trespassing 

 

-​ Refrain from inappropriate use of computer resources, email and 

Internet access. 

-​ The creation of, membership in, participation in or collaboration with 

social networks, forums or blogs on the Internet, and any opinions or 

statements made therein, must be done in such a way that their 

personal nature is clear, avoiding any reference to Prisma or the user's 

connection to it. 

-​ Refrain from using Prisma's image, name or trademarks to open 

accounts or register on these forums and networks. 

-​ Refrain from using the IT resources made available to you for illegal 

purposes or for any other purpose that may damage the image or 

interests of Prisma, its customers or third parties, affect the service and 

dedication of employees or harm the functioning of its IT resources. 

-​ Refrain from accessing third-party computer applications or equipment 

without authorisation, from deleting, damaging, deteriorating, altering, 

suppressing or blocking access to data, programmes or electronic 

documents, or from hindering the operation of a computer system. 

-​ Offences against intellectual and industrial property 

 

-​ Respect the intellectual property and right of use corresponding to 

Prisma in relation to the works and projects developed or created in the 

company, whether as a result of their professional activity or that of 

third parties, using them exclusively in the exercise of their professional 

activity and returning all supporting material when required. 

 



  

 

 

 

-​ Do not transfer or assign to third parties licences or resources that may 

give access to materials subject to any type of intellectual or industrial 

property rights. 

-​ Refrain from installing or using programmes or applications on the 

computer equipment made available to you that are illegal or that may 

damage the systems or harm the image or interests of Prisma, its 

customers or third parties. 

-​ Credit or debit card forgery offences 

 

-​ Take extreme precautions to prevent means of payment from being 

reproduced, altered or forged, following the security rules and 

procedures established by Prisma and remaining alert to any suspicious 

behaviour that may occur. 

-​ Offences against workers' rights 

 

-​ Refrain from engaging in conduct or actions, or provoking or 

collaborating in such conduct or actions, which, individually or 

collectively, may endanger the integrity of the members of the 

organisation. 

-​ Inform your line managers of any dangerous situations you become 

aware of in the course of your work. 

-​ Comply with the procedures established in accordance with current 

legislation. 

-​ Obstruction of inspection or supervisory activities 

 

-​ Collaborate with public administrations or supervisory bodies in their 

inspection activities, always in accordance with existing internal 

protocols on the matter, with conduct tending to obstruct or hinder such 

activities being prohibited, whether by action or omission. 

 



  

 

 

 

-​ Embezzlement 

 

-​ Remain alert and avoid any type of conduct that involves a risk of 

committing or participating in activities that fall under the criminal 

offence of embezzlement. 

-​ Remain alert and avoid any type of conduct that involves the risk of 

committing or participating in activities that fall under the criminal category 

of 
embezzlement

. 

-​ Criminal organisations and groups 

 

-​ Remain alert and avoid any type of conduct that involves the risk of 

committing or participating in activities that fall under this 
criminal 

offence2
. 

-​ Crimes against moral integrity 

 

-​ Refrain from acts that involve inflicting degrading treatment on another 

person, seriously undermining their moral integrity or, in the context of 

any employment or civil service relationship, repeatedly carrying out 

hostile or humiliating acts that, without constituting degrading 

treatment, constitute serious harassment against the victim, taking 

advantage of a position of superiority. 

 

1
  Any public authority or official who, having the power to administer public 

assets, exceeds their authority in the exercise of that power, causing damage to 

the assets administered, or who appropriates, for themselves or for a third party, 

money, effects, securities or any other movable property that they have received 

in deposit, commission or custody or that has been entrusted to them by any 

other title that produces the obligation to deliver or return them, or denies 

having received them. This offence is also committed by any public authority or 

official who, in a manner likely to cause economic damage to the public entity on 

which they depend, provides third parties with false information regarding the 

economic situation of that entity. The aforementioned actions extend to those 

who are responsible, in any capacity, for funds, income or effects of the Public 

Administrations and to the administrators or depositaries of money or goods 

seized, confiscated or deposited by public authority, even if they belong to private 

 



  

individuals. 
2
  This is considered to be promoting, establishing, organising, coordinating or 

directing a criminal organisation, understood as a group formed by more than 

two persons on a stable or indefinite basis who, in a concerted and coordinated 

manner, divide up various tasks with the aim of committing crimes. Likewise, 

establishing, financing or joining a criminal group, understood as a union of 

more than two persons without any of the characteristics of a criminal 

organisation, with the aim of committing crimes in a concerted manner. 

 



  

 

 

 

-​ Sexual harassment 

 

-​ Refrain from requesting favours of a sexual nature, for oneself or for a 

third party, in the context of an employment relationship, provision of 

services or similar, whether continuous or habitual, and causing the 

victim to experience an objectively serious situation of intimidation, 

hostility or humiliation. 

-​ Refrain from engaging in this type of conduct by taking advantage of a 

position of professional or hierarchical superiority, or by expressly or 

tacitly announcing that you will cause the victim harm related to the 

legitimate expectations that they may have in the context of the 

aforementioned relationship. 
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